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COMPONENTS OF AN IP CCTV SYSTEM
 While there may be a wide variety of IP cameras to choose from, all IP camera systems

 share the same few basic components. Incredibly easy to install, IP camera systems are

.a versatile security option for viewing, recording, and archiving footage

IP Cameras

,Cameras are at the forefront of any IP system. With an incredibly varied selection available

 ,it’s easy to �nd the right security solution. With options for �xed, PTZ, indoor, outdoor 

 day/night, and more, IP cameras can be chosen to meet the requirements of each

.surveillance job

 IP cameras are also available with di�ering levels of image quality. Megapixel cameras o�er

much higher resolution than traditional security cameras and provide more detailed video

images with broader overviews. HDTV IP cameras provide clear, crisp image detail 

 formatted for modern screens and TVs. HDTV is ideal for situations that require full 

.frame rate and exceptional image quality

TYPES OF IP CAMERAS
Much like CCTV cameras, there are a wide variety of IP cameras available. With so many

 options to choose from, it makes it easy to �nd a security solution that works for just about 

.any video security set up. Detailed below are some of the most common IP camera types

Fixed
Fixed and cube IP cameras are a good choice for monitoring a very speci�c area

�e direction these cameras are pointing is typically very clearly visible, and once the

camera’s location is set, it will stay in that position. Fixed cameras are also available in

dome models, where a �xed camera is installed inside a dome. �is set up is typically

small and discreet, providing unobtrusive surveillance

 

Day/Night
 With day/night cameras, continuous 24-hour surveillance is possible. �ese IP cameras

,can produce images in lowlight and even in complete darkness using near infrared (IR) light

 which is undetectable to the human eye. Some day/night IP camera models have 

built-in IR illuminators that provide illumination to enhance the camera’s night video

 ‘capabilities. During the day the cameras produce full color images; at night the cameras 

.images are in black and white

Wireless
Wireless cameras are one of the most �exible varieties of IP cameras. �e cameras

 connect to a network without using wires, which gives you the freedom to place cameras 

 wherever security is needed. Any camera can be made wireless with the addition of an

.external antenna. For more information, contact one of the CCTVSystems.com experts
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Indoor Cameras)
 .Indoor cameras are ideally suited for use in residential, o�ce, and retail environments

 Indoor cameras are available in a large range of models including ones with vandal-resistant

.housing, day/night functionality, PTZ, tamper detection and more

 
Outdoor Cameras
Outdoor cameras are specially designed to withstand the rigors of outdoor use. �e cameras are typically

 encased in IP66 or IP67-rated weatherproof housing that protects against wind, moisture, dust, and 

other hazards. Many outdoor IP cameras are also equipped with day/night functionality for around the

clock security. 

PTZ
With PTZ IP cameras, camera operators have a larger range of controls available to monitor wider

areas and zero in on speci�c individuals, objects or activities. PTZ cameras allow users to pan, tilt,

and zoom with either manual or automatic controls.

IP CCTV System Components
 Active Components

POE �e IEEE standard for PoE requires a minimum cat5 cable. Power is supplied in common mode

over two or more of the di�erential pairs of wires found in the Ethernet cables and comes from 

a power supply within a PoE-enabled networking device, such as an Ethernet switch, or can be injected

into a cable run with a misspend power supply.

�e original IEEE 802.3af-2003 PoE standard provides up to 15.4 W of DC power

minimum 44 V DC and 350 mA) to each device. Only 12.95 W is assured to be available at the powered) 

de-vice as some power is dissipated in the cable.

�e updated IEEE 802.3at-2009 PoE standard, also known as PoE+ or PoE plus, provides up to 25.5 W 

of power. �e 2009 standard prohibits a powered device from using all four pairs for power, however

there are some products that state compatibility with the 802.3at standard and o�er up to 65 W of

power over a single cable by utilizing all four pairs in the cat5 cable.

All PoE standards are subject to the same distance limitations for Ethernet, which means the CAT cable 

length must not exceed ~300 � or ~ 100 meter.
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�e primary bene�ts of PoE include:

1-Cost savings - PoE signi�cantly reduces the need for electricians to install conduit, 

electrical wir-ing, and outlets throughout the enterprise.

2-Flexibility - A PoE appliance or device can be located anywhere without the need for 

AC out-lets.

3-Reliability - Because PoE networks have fewer wires, there is less likelihood of an

inadvertent power disruption (accidental shut o�, etc). With an Uninterrupted

Power Supply (UPS) power to the devices is assured during a power failure

4-Network Control - Using SNMP, network administrators can monitor and control

powered de-vices, including resetting or shut-o�. �is allows increased security, as

devices can be powered down when not in use, or if there is unauthorized access.

5-Safety - Power mains are eliminated. Since only 48v DC is used, PoE conforms to 

Underwriters Laboratories (UL) Safety Extra Low Voltage (SELV) classi�cation.

 

 IP CCTV System Components
Design Considerations

�ere are a number of factors to consider when setting up an IP-based surveillance

system the key considerations are the following:

1-Network Bandwidth

2-Network Security

3-System Scalability

4-Video Storage

Putting thought into these areas before you set up your system will help to ensure that

you have the right equipment and the proper game plan to ful�ll your surveillance

requirements.
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Network Bandwidth & Storage 
The amount of bandwidth used by network cameras and the storage required is determined by several 
factors, most notably: 

A. Number of cameras 
The more the number of cameras. The overall bandwidth is high and the storage space need also increases.
 
B. Whether recording will be continuous or event-based 
Continuous recording consumes more bandwidth and needs more storage space. Using event based recording is
 a good way to minimize the bandwidth and cut on storage costs. 

C. Number of hours per day the camera will be recording 
By Limiting the recording to a certain period of the day can save the storage and bandwidth a lot.

D. Frames per second 
Frame rate is something that can be adjusted within your IP camera, video server, or video man-agement software. 
By controlling the frame rate, you can greatly reduce bandwidth usage and can eliminate unnecessary frames from 
traveling over the network. One common technique is to set the surveillance system to increase the frame rate only 
when motion is detected. Another is to send higher frame rates for local viewing, and lower frame rates over the 
Internet for remote view-ing. 

E. Image resolution 
An IP camera's resolution is determined by pixels. The higher the resolution, the higher the pixel-count, and the 
greater amount of detail you'll be able to capture in a video image. It's important to determine how much detail is 
enough to meet the requirements of your particular surveillance application. Typically, as the image quality goes up, 
so does the amount of bandwidth required, so it's best to find a level that meets your needs while optimizing 
network bandwidth. 

F. Video compression type: MJPEG, MPEG-4, H.264 
Video compression is an important tool in helping to ease strain on the network. Compression tech-nologies such as
 MJPEG, MPEG4-, and H.264 allow users to stream and record high-quality video without hoarding bandwidth. 
H.264 is the latest compression technique, dramatically reducing video file sizes while increasing overall efficiency 
and lowering storage costs.

G. Scenery 
Image complexity, lighting conditions and amount of motion 
The more complex the scene is in terms of the motion, the lighting conditions etc., the more the bandwidth
consumed is and hence more storage is required. 
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H. How long data must be stored 
Typically, a 30days of storage is good enough for most of the surveillance purposes. 
If data storage is required for more time period, then proper storage techniques has to be
implemented. 

Network Security 

As with any video surveillance system, privacy and security are important factors to consider 
when setting up an IP-based video solution. Users want to be assured that no one can tap into 
their video feeds. Those concerns are understandable, but with IP network cameras, it’s quite 
easy to protect your files from unauthorized viewing and tampering. In most cases, the network
camera encrypts the surveillance video before sending it over the network. This helps to ensure 
that only authorized viewers can access the camera feeds. Most systems also include 
password protection and differ-ent levels of authentication that work to prevent hacking 
and outside access. 
Another tool for protecting network video feeds is digital watermarking. IP cameras are capable 
of adding encrypted watermarks into the video stream. The watermarks can include information 
such as time, location, and user activity, while time stamping can create a trail that shows who 
has ac-cessed specific video images, and whether any edits have been made to the files. 

System Scalability
 
One of the great advantages of IP surveillance is system scalability. 
With analog surveillance sys-tems, adding new cameras often involves complicated and 
expensive cabling. But with an IP-based system, it's as simple as connecting the additional 
cameras to your existing IP network, the same way you would any other network device. 
Power over Ethernet (PoE) and wireless network cameras enhance flexibility even further by 
allowing you to install cameras in locations without a readily available power outlet. 

Since a server records and manages the video footage in an IP surveillance system, there's no 
limit to the size and scope of the installation. Different types of servers can be chosen 
depending on how many cameras are needed and what frame rate is required.

IP CCTV System Components 
Storage Options 
NVR Based Storage 
Depending on a NVR’s central processing unit (CPU), network card and internal RAM 
(Random Ac-cess Memory), it can handle a certain number of cameras, frames per second and 
size of images. Most NVRs can hold between two and four hard disks, and each disk can be 
up to approx. 4 Tera-byte. There are also High end servers which can have more than 24 Hot 
swappable Hard disks for extended storage. This is called a direct-attached storage.
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NAS and SAN 
When the amount of stored data and management requirements exceed the limitations of a di-rect-attached 
storage, a network-attached storage (NAS) or storage area network (SAN) allows for increased storage space, 
flexibility and recoverability. 
NAS provides a single storage device that is directly attached to a LAN and offers shared storage to all clients on 
the network. A NAS device is simple to install and easy to administer, providing a low-cost storage solution. However, 
it provides limited throughput for incoming data because it has only one network connection, which can become 
problematic in high-performance systems. 

SANs are high-speed, special-purpose networks for storage, typically connected to one or more servers via fiber. 
Users can access any of the storage devices on the SAN through the servers, and the storage is scalable to hundreds 
of terabytes. Centralized storage reduces administration and provides a high performance, flexible storage system for 
use in multi-server environments. Fiber Channel technology is commonly used to provide data transfers at four gigabits 
per second and to allow large amounts of data to be stored with a high level of redundancy.

Redundant storage 
Redundancy in a storage system allows video, or any other data, to be saved simultaneously in more than one location. 
This provides a backup for recovering video if a portion of the storage sys-tem becomes unreadable. Redundant Array 
of Independent Disks (RAID) is one of the prominent method achieving redundant storage. 
RAID is a method of arranging standard, off-the-shelf hard drives such that the operating system sees them as one 
large hard disk. A RAID setup spans data over multiple hard disk drives with enough redundancy so that data can be 
recovered if one disk fails. There are different levels of RAID, ranging from practically no redundancy to a full-mirrored 
solution in which there is no disrup-tion and no loss of data in the event of a hard disk failure.

Dual LAN 
In a dual LAN system, there will be two Ethernet cards working independently. 
NVRs with dual Ethernet connections can use them to connect simultaneously with different net-works. 
There are a number of potential applications for this. 

For example, the NVR could be connected to internet to monitor over internet, and simultaneously it could be connected 
to a separate internal network for local monitoring. This not only improves security, it frees up all the bandwidth of the 
in-house network to handle the data infrastructure. 

Dual gigabit Ethernet interface cards are targeted at the enterprise and other high-performance environments, 
and usually have a number of enhancements built in to take full advantage of the gigabit throughput. Some support the 
use of larger-than-normal data packets, which increase the effective throughput of the network. 

Redundant Power Supply 
A redundant power supply contains two (or more) power supply units inside it. Each power supply is capable of powering
 the NVR and only one runs at a time. If one fails, the other power supply starts running to keep the NVR powered up. 
The switch between the power supplies is seamless, so as not to interrupt the normal functioning of the NVR. 
Note: It is always recommended to use UPS as a backup power supply. 
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E-SATA 

External Serial Advanced Technology Attachment or eSATA is an external interface for SATA 
tech-nologies. Unlike USB2.0, eSATA requires its own power connector. It is an excellent choice 
for exter-nal disk storage. It is much faster than USB and thus it can be used as a recording HDD 
for the NVR. 
Typically, A HDD docking station which supports ESATA is needed for this purpose. Depending on 
the number of E-SATA ports available on the NVR and the number of HDD slots available in the 
docking station, The storage of the NVR can be increased.

System Installation 
Cable Preparation 

Bend Radius 
Current coaxial standards do not specify bend radius; however, various manufacturers do provide 
guidance. Check with manufacturers for specifics. Special care should be taken when pulling 
a coaxial cable around bends. Using too much force or too tight of a bend can deform the dielectric 
and cause a drop in transmission performance. 
Transmission media is the most important part of an installation. It is estimated that over %65 of 
failure in a CCTV system is associated with transmission media which includes the type of cable 
used, connectors, connections and the installation methods. 

The second biggest area that account for nearly %27 of the problems are power and environment 
related which includes either excessive or inadequate input power, ineffective or improper 
grounding or an excessive temperature around the equipment. Incorrect equipment setup, improper 
equipment termination and improper camera installation account for about %7 of the problems 
directly associated with the installation personnel. Only %1 of the failures in a CCTV installation 
are actually caused by device failures. 

Note: 
For IP camera cabling, Please refer to “Infinique SC Installation and Operations 

Manual”.Installation 
Connector Termination and Testing 

The following steps will guide you through the preparation and termination process for coaxial cable 
with compression connectors. Following these guidelines will help make sure that you receive the 
optimum performance from the coaxial cable. 
Step 1 
The tools you will need: 
Compression tool 
Cable stripper 
Compression Connectors 
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Step 2 
Adjust the blades of the stripper to expose ¼ inch of the conductor and ¼ inch of the insulation. 
Insert the coax cable into the strip cartridge to the adjusted length. 

Step 3 
Holding the cable near the tool, rotate the cutter around the cable (three to five full turns) to score the jacket and 
cut through the insulation. Be sure the braid is cut (you can hear when the wires of the braid have all been cut). 
Then flex the jacket to separate and slide it off to expose the center conductor.

Step 4 
Flare and bend back the remaining outer braid onto the cable outer jacket. Make sure to remove any stray or 
loose braids. Stray or loose braids can cause shorts if they touch the center conductor. Verify that the center 
conductor and the insulation are not nicked or scored. 
When handling cables with multiple braids, such as quad-shield, refer to the manufacturer’s literature for proper 
braid handling techniques. 

Step 5 
Insert the sleeve ferrule and BNC body onto the coaxial cable. Firmly push the cable as far as possible 
or until 8⁄1 inch of the center conductor is protruding from the connector. 
Make sure the connector is fully seated and the white dielectric material is firmly pushed against the inner stop 
of the connector. You can see this by looking into the open end of some connectors. 

Step 6 
Insert the cable and connector into the crimping device, making sure that it is positioned firmly. 
Squeeze the crimper handle tightly. Use a ratcheting tool that does not release until the proper crimping 
displacement has been applied for the specific cabling and connector type. Once the tool releases after the 
final “click,” the crimp should be complete

Step 7 
Inspect the connection making sure that there’s no braiding exposed and that the connector is firmly 
attached to the cable.

Step 8 
Once the cable is pulled, the cable is to be tested for resistance and proper termination in order to assure 
good video quality. 

The following method is used to test the proper resistance in a single cable loop. 
1. Remove the BNC connection from the output of the camera. 
2. Short the center conductor of the cable to the shield or ground of the connector. 
3. Locate the other end of the cable under test and remove it from the DVR. 
4. Connect a standard ohm meter to the circuit (black test lead to the shield of the connector, red lead to 
the center pin of the connector). 
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5. Check the DC resistance value on the meter. The maximum DC resistance of the cable 
assem-bly should be between 10 to 15 ohms. This indi-cates the resistance loss of the cable, 
resistance loss due to connector used or splice points, and any breakdown of the copper 
components of the coaxial cable. This is the acceptable maximum resistance between the 
camera and monitoring location (DVR side). A lesser resistance value than stated above will 
result in better video quality.

Step 9 
Check the cable length and the termination in a single cable loop. 
Step 1: Make sure one end of the cable being tested is connected to the DVR. 
Step 2: Remove the BNC connection from the output of the camera. 
Step 3: Connect a standard ohm meter to the BNC connector at the camera end 
(black test lead to the shield of the connector, red lead to the center pin of the connector). 
Step 4: Check the resistance value on the meter. If the ohm meter registers 76 to 90 ohms, 
then it indicates proper cable length and system termination. If the reading is 36 to 52 ohms, 
the cable is double terminated (kinks or cuts), then cable has to changed or locate the double 
termination point and rectify the same. 
Note: If the meter does not register any readings, this indicates that the system is not 
terminated correctly, check the termination at both the ends and redo the test. 

Step 10 
Label the cables for easy troubleshooting 
Step 1: Label both ends of the cable. 

Step 2: Put the label about 3-2 inches away from the cable end as putting it close to the jack 
makes it hard to read, especially on the back of a server in a rack. 

Step 3: Consider labeling the cable in multiple places on the cable, for instance along the
cable run under the raised floor or overhead ladder .

Place the camera at a height that allows the detection algorithms to function and yet high 
enough to prevent any tampering with the camera. The true sizes of objects can only be 
judged when viewing at an angle. 

The recommended height is anything between 8-4 meters (24-12 feet), the exact height is 
dependent on the area it has to cover, the topographic conditions, the type of intrusion to be 
detected, camera CCD and the lens. 
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Camera positioning should be such that the ‘dead zone’ of one camera is covered by another 
camera’s field of view. Ensure that there is at least one point where an intruder is detected by at 
least two cameras. 
The position of the cameras relative to lighting is extremely important. Do not install cameras too close 
to lights which could attract insects, or facing into lights, windows, the sun, or in areas that have a large 
number of reflections or shadows.

The cameras should be aligned properly and installed as per design requirements: 
1-  Place traffic cones or markers at the edges of the expected detection areas to provide a mechanism for 
     initially aligning the camera for a perfect FOV. 
2-  Alternatively have a person use a monitor and a two way radio to direct another person walking the site. 
3-  Adjust the tilt properly so that the camera is aimed at upright people. 

Installation 
Adjusting Camera Parameters through OSD 

All cameras come with factory default settings, since light conditions different in each camera installation, use the 
OSD menu to change the default settings in the camera to optimize the video for the given scene or camera view. 
The following camera parameters can be adjusted to provide optimum video for a given camera installation: 

Automatic White Balance (AWB) 
Accurate color reproduction requires that the camera compensate for the color temperature of the light source. 
Automatic white balance is a feature that the camera uses to do color compen-sation. For indoor applications 
incandescent, fluorescent, and quartz lighting all have different color temperatures. Outdoors there is sunlight, 
mercury vapor, and low pressure sodium lighting, all of which have drastically different color temperatures. 
In many applications the color temperature can change as lighting conditions change. 

Back Light Compensation (BLC) 
In CCTV applications it is common to have a bright light source behind the subject of interest. 
A person at an ATM or entering through an outside door are common examples. Without compensa-tion, 
these subjects would normally appear as dark silhouettes. The aim of backlight compensation technology is to 
allow the camera to find the best picture conditions and automatically give the necessary light level compensation, 
so that users can obtain good identification of a subject in the foreground when there is a bright light source in the 
background. BLC works by enhancing specific zones in the picture which usually contains the subject of interest. 
WDR is a more effective alterna-tive to BLC that does not depend on the subject being in a specific zone. 
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Wide Dynamic Range (WDR) 
Wide Dynamic Range (WDR) technology helps to get detailed information from the dark part 
of the image without saturation from the bright part. There is no limitation of zone area with 
the WDR func-tion and the color image is crisper than when using traditional BLC functions. 
It combines two fields which are high shutter speed exposure in bright areas and low shutter 
speed exposure in dark areas into one composite image. 

Digital Noise Reduction (DNR) 
Caddx.us  cameras are equipped with 3D Digital Noise Reduction and have effective 3D 
noise fil-tering system which removes picture noise from the recorded video. 
These cameras give high quality video in low light conditions and by reducing the noise, 
they use less digital bandwidth and storage space compared to cameras without 3D-DNR.

Alternative Cabling Solution 
Transmission through CCTV Baluns—Troubleshooting

Apart from Coaxial Cable, the CCTV video and audio signal can also be transmitted using 
baluns and Cat.5e or Cat.6 Twisted Pair Cable and Fiber Cable. 

• Passive Baluns - 670m 
• Active and Passive Baluns - 1.8km 
• Active Baluns 2.1km 

Troubleshooting 
During the installation of the baluns various picture problems may result. It is important to know 
what is causing these problems and how to correct them. 

Total Absence of Signal - is almost always due a discontinuity in the connection between the 
camera and the mux. Check the continuity of the twisted pair link. 

Smearing - occurs when the edge of an image leaves trail traces similar to smudging a line 
of ink on a piece of paper. This may occur as the length of twisted pair cable increases. 
As the maximum distance specification is neared, the physical properties of the cable and 
baluns begin to show this effect. This is due to the effects of propagation delay and attenuation. 
Aside from using an active device with a built-in amplifier to correct the problem, 
the other possible solutions are:

a) to shorten the length of cable or b) adjust the contrast and brightness of the monitor. 
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Flutter - occurs when the background fluctuates between light and dark. 
This symptom may be due to problems with the grounding between the CCTV equipment or the 
connection may be picking up some external interference from a nearby power transformer. 
A solution to minimize this effect is to adjust the monitor’s contrast and brightness. 

Ghosting - is characterized by a second video image being received after the main image, resulting in 
a double image that is skewed in relation to the first. This is usually due to a problem with the UTP cable 
connection itself. Poor crimping, untwisted pairs, some of the twisted pairs may be longer than others, 
poor quality cable, exceptionally high crosstalk between the camera and the monitor are all some of the causes. 
In these cases it is best to replace the existing cable with a new one.

Alternative Cabling Solution 
Transmission over Fiber 

For larger distances of CCTV Video Transmission, Fiber Transmitters and Receivers are used. 
Shown below is a Fiber Optic Ring Solution, which can be used for both Analogue and IP Cameras. 
The media converter is equipped with a built-in network management module which uses SNMP 
Protocol to monitor the health of the media convertor remotely. With the use of fiber transmitters and receivers, 
The video signal from the camera can be carried to up to 80Km .
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